










































R311 when the SAR was first created in 2020. The last Issio SAR reviewed by the PMO was dated 9/13/21, which means the current version of
the R311 (released on 6/29/21) was in place. Fur her, MBL performed post-SAR assessment activities that were documented in undated
attestation statements posted by Eric Beasley to the MAX repository on 5/6/20 and 6/9/22. 
 
As initially requested, we're looking for a remediation plan related to these concerns within 10 business days of this notice.

 

Thank you -
John

 

On Wed, Jun 15, 2022 at 2:47 PM   < mbltechnologies com> wrote:

Good afternoon

 

This has been received   Before we respond, I would like to confirm that this is referencing the SAR that was sent to the PMO November 12, 2020?   If so, this
was performed well before the A2LA Personnel requirements change which were announced in the updated R311 dated October 12, 2021  

 

We would like to set up a call to discuss this   We are concerned we are being penalized because the PMO is upholding current standards to an assessment that was
performed in 2020   Please advise us of your schedule

 

Regards,

 

From: John Hamilton <william hamilton@gsa gov> 
Sent: Wednesday, June 15, 2022 2:16 PM
To:   < mbltechnologies com>; FedRAMP <FedRAMP@mbltechnologies com>
Cc: Brian Conrad - QQC <brian conrad@gsa gov>; Ashley Kamauf < @a2la org>; Bibi Abdullah < @a2la org>; info fedramp
<info@fedramp gov>
Subject: [External] Action Needed: MBL Technologies Formal Complaint Notice

 

 -

After reviewing MBL Technologies’ security assessment report (SAR) for Issio Information System, the FedRAMP PMO identified several
fundamental testing accuracy and completeness issues associated with the assessment. Additionally, it was confirmed by A2LA that the
assessors utilized for this assessment do not meet the personnel requirements specified in the A2LA R311 - Specific Requirements: Federal
Risk and Authorization Management Program (FedRAMP). Please see the enclosed letter for more information related to these concerns.

 

Based on the severity of the issues noted above and, in accordance with FedRAMP’s 3PAO Obligations and Performance Standards, your
FedRAMP recognition status is now “In-Remediation” and will be noted as such on your FedRAMP Marketplace page. Please consider this a
formal complaint that needs to be addressed with your quality system. Within 10 business days of this notifica ion, a written formal corrective
action plan (CAP) response must be provided both he FedRAMP PMO and A2LA (via info@fedramp gov and fedramp@a2la.org) hat
identifies the root cause, how and when the deficiencies will be remediated, and actions that will be taken to correct these issues. At a
minimum, all corrective actions must occur and be approved by the FedRAMP PMO prior to he submission of any new assessment
deliverables to the FedRAMP PMO.
 
If MBL Technologies fails to complete the formal CAP, your organization’s FedRAMP recognition status will be removed from the FedRAMP
Marketplace. In some cases resolu ion may require a re-assessment by A2LA for validation of the successful completion of the CAP, as
determined by FedRAMP. 
 
Please don’t hesitate to reach out if you have any further questions.
 
Thank You -

--

John Hamilton

FedRAMP Program Manager of Security Operations

 

Technology Transforma ion Service | GSA

 | 

william.hamilton@gsa.gov

 

--

John Hamilton
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FedRAMP Program Manager of Security Operations

 

Technology Transformation Service | GSA

 | 

william.hamilton@gsa.gov

 

--

John Hamilton

FedRAMP Program Manager of Security Operations

 

Technology Transformation Service | GSA

 | 

william.hamilton@gsa.gov

-- 
John Hamilton
FedRAMP Program Manager of Security Operations 
Technology Transformation Service | GSA

 | william.hamilton@gsa gov
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From: John Hamilton <william.hamilton@gsa gov> 
Sent: Wednesday, June 15, 2022 4 08 PM
To:   < mbltechnologies.com>
Cc: FedRAMP <FedRAMP@mbltechnologies.com>; Brian Conrad ‐ QQC <brian conrad@gsa.gov>; Laurie Southerton ‐ QQC‐C <Laurie Southerton@gsa gov>;
Jennifer Carlson ‐ QQC‐C <jennifer.carlson@gsa.gov>; Ashley Kamauf < @a2la.org>; Bibi Abdullah < @a2la.org>; info fedramp
<info@fedramp.gov>;  < mbltechnologies.com>
Subject: Re: [External] Action Needed: MBL Technologies Formal Complaint Notice
 

 
According to A2LA’s records, Eric Beasley and Kameran Evans also did not meet the certification requirements for the previous version of the
R311 when the SAR was first created in 2020. The last Issio SAR reviewed by the PMO was dated 9/13/21, which means the current version
of the R311 (released on 6/29/21) was in place. Further, MBL performed post-SAR assessment activities that were documented in undated
attestation statements posted by Eric Beasley to the MAX repository on 5/6/20 and 6/9/22. 
 
As initially requested, we're looking for a remediation plan related to these concerns within 10 business days of this notice.
 
Thank you -
John
 
On Wed, Jun 15, 2022 at 2:47 PM   < mbltechnologies.com> wrote:

Good afternoon
 
This has been received.  Before we respond, I would like to confirm that this is referencing the SAR that was sent to the PMO November 12, 2020?   If so, this
was performed well before the A2LA Personnel requirements change which were announced in the updated R311 dated October 12, 2021. 
 
We would like to set up a call to discuss this.  We are concerned we are being penalized because the PMO is upholding current standards to an assessment
that was performed in 2020.  Please advise us of your schedule.
 
Regards,

 

From: John Hamilton <william.hamilton@gsa.gov> 
Sent: Wednesday, June 15, 2022 2:16 PM
To:   < mbltechnologies.com>; FedRAMP <FedRAMP@mbltechnologies.com>
Cc: Brian Conrad ‐ QQC <brian.conrad@gsa.gov>; Ashley Kamauf @a2la org>; Bibi Abdullah < @a2la.org>; info fedramp
<info@fedramp.gov>
Subject: [External] Action Needed: MBL Technologies Formal Complaint Notice
 

 -

After reviewing MBL Technologies’ security assessment report (SAR) for Issio Information System, the FedRAMP PMO iden ified several fundamental
testing accuracy and completeness issues associated with he assessment. Additionally, it was confirmed by A2LA that the assessors utilized for
this assessment do not meet the personnel requirements specified in he A2LA R311 - Specific Requirements: Federal Risk and Authorization
Management Program (FedRAMP). Please see the enclosed letter for more information related to these concerns.
 
Based on the severity of the issues noted above and, in accordance with FedRAMP’s 3PAO Obligations and Performance Standards, your
FedRAMP recognition status is now “In-Remediation” and will be noted as such on your FedRAMP Marketplace page. Please consider this
a formal complaint that needs to be addressed wi h your quality system. Within 10 business days of this notification, a written formal
corrective action plan (CAP) response must be provided both the FedRAMP PMO and A2LA (via info@fedramp.gov and
fedramp@a2la.org) that identifies the root cause, how and when the deficiencies will be remediated, and actions that will be taken to correct
these issues. At a minimum, all corrective actions must occur and be approved by the FedRAMP PMO prior to the submission of any new
assessment deliverables to the FedRAMP PMO.
 
If MBL Technologies fails to complete the formal CAP, your organization’s FedRAMP recognition status will be removed from the FedRAMP
Marketplace. In some cases resolution may require a re-assessment by A2LA for validation of the successful completion of the CAP, as
determined by FedRAMP. 
 
Please don’t hesitate to reach out if you have any fur her questions.
 
Thank You -
‐‐
John Hamilton
FedRAMP Program Manager of Security Operations
 
Technology Transformation Service | GSA

 | 
william hamilton@gsa.gov

 
‐‐
John Hamilton
FedRAMP Program Manager of Security Operations
 
Technology Transformation Service | GSA

 | 
william.hamilton@gsa.gov

 
‐‐
John Hamilton
FedRAMP Program Manager of Security Operations
 
Technology Transformation Service | GSA

 | 
william.hamilton@gsa.gov
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Tevora
Vaultes
Wilson Consulting

 

Please let me know if you need anything else.

 

Thanks!

 

Ashley Kamauf

A2LA |  Cybersecurity Program Manager

Direct:  | @A2LA.org

My Hours: 8:00 am - 4 00 pm (ET)

___________________________________________________

A2LA Office Hours: 8:00 am - 8:00 pm (ET)

 

5202 Presidents Court, Suite 220
Frederick, MD  21703
Main Line: 301 644 3248
www A2LA org

       

Disclaimer: The information contained in this transmission is confidential and proprietary information intended only for the use of the individual or entity named above and
is the property of A2LA  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
communication is strictly prohibited  If you have received this communication in error, please notify us immediately by telephone and delete the original message  Thank
you

-- 
John Hamilton
FedRAMP Program Manager of Security Operations 
Technology Transformation Service | GSA

 | william.hamilton@gsa gov
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1. Where federal data resides in the system -- that is, not just purposefully in the boundary, but also in corporate and external systems.
2. Encryption of flows, internal, external, and in storage. Please be prepared to tell us where there is not encryption on federal data in the system.

To help make the rest of this Authorization process as efficient as possible, we have attached both a PDF and an excel version of the Draft Review Report.
1. The PDF is for posterity, so anyone in the future can come back to this point in time.
2. The excel is to track each party’s questions, comments, and actions taken to address each item, in the pre-labelled columns.
3. Please upload this commented-on version to MAX a day or 2 ahead of the Review Mtg (the main folder with the Initial Checklist is good).  

We will use your updated version of the report as the presentation and agenda in the Review Meeting. 
1. End to End will present to the group; choose who will present beforehand. 
2. The presenter is encouraged to acquaint themselves with Google Meet, and join the meeting early to test it out.  I will be online ~10 minutes before the meeting 

starts. 
3. We will start in Section B and work line-by-line all the way through to the POA&M in Section G.
4. The last topic we will cover in the Review Mtg is logistics/next steps/timelines. 
5. PMO will follow-up after the Review Mtg with: 

a. Notes from the meeting. These will, just like today, be both in PDF and excel form. CSP/3PAO will again be expected to annotate their actions taken in 
remediation in the excel sheet.

b. A list of next steps and logistics. 

Time-saving best practices we have found are:
1. Start making updates now. The more actions addressed from the report now, the shorter the overall timeline to Authorization will be.
2. Please keep track changes on your SSP as you're updating -- we will want to see all the updates you make to the version you gave us for our initial review.

In context of where we are now in the Authorization process: 

Full Package Submission
Initial Review Phase
Conduct Review Mtg: PMO, CSP, 3PAO, and Agency meet to answer questions and address concerns found in the Initial Review.  ← End to End is currently at 
this point. 
Remediation Phase: CSP/3PAO make required updates. When complete reupload to MAX and alert PMO 
Gap Review Phase: PMO usually takes ~10 days to complete and reach out for a Gap Review Mtg or send the Congratulations Email
The Congratulations email will come from PMO Leadership and contain 2 forms, a survey, and a request to check Marketplace service description.  
When those are returned, the Marketplace designation will be changed to FedRAMP Authorized!

Thank you, and we'll talk to you soon!

Yours Truly, 
 

-- 

FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA

@gsa gov

-- 

Jennifer Carlson
FedRAMP PMO Support (Noblis)

FedRAMP | TTS | GSA
m  
e: jennifer.carlson@gsa gov

-- 
Laurie Southerton
FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA
m: 
e: Laurie.Southerton@gsa.gov
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Date: Wed, 15 Jun 2022 12 06:26 -0400

Message-ID: <CAH6vP0032eytoRdvefXe5HtJycxuMBPUUiiZ6dR=_PTVcBEqFw@mail gmail.com>

Subject: re  Issio and MBL Technologies

From: Laurie Southerton - QQC-C <laurie southerton@gsa.gov>

To: William Hamilton - QQC <john.hamilton@gsa.gov>

X-Source-Folder: GSA-2022-001178--laurie.southerton@gsa.gov_0

X-Email-Hash-MD5: 9d5a8abaf4040f0d6e0b66adc64d03f2

John,

I know Jen finished the review but even for a Low package that thing was bad

We need to turn them away and tell them to come back when the AGency and the 3PAO can attest that all the work was done  The CSP does not get FedRAMP
Authorized until that attestation by the Agency and the 3PAO shows up

Laurie

-- 
Laurie Southerton
FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA
m: 
e: Laurie.Southerton@gsa.gov
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Charles Solomon-Jackson charles solomon-jackson@va gov
vafedramppmo@va gov

Eric Beasley @mbltechnologies com
mbltechnologies com

-- 

Jennifer Carlson
FedRAMP PMO Support (Noblis)

FedRAMP | TTS | GSA
m  
e: jennifer.carlson@gsa gov

-- 
John Hamilton
FedRAMP Program Manager of Security Operations 
Technology Transformation Service | GSA

 | william.hamilton@gsa gov
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Ashley Kamauf

A2LA |  Cybersecurity Program Manager

Direct:  | A2LA org

My Hours: 8 00 am - 4:00 pm (ET)

___________________________________________________

A2LA Office Hours: 8:00 am - 8:00 pm (ET)

 

From: Laurie Southerton - QQC-C <laurie southerton@gsa gov> 
Sent: Monday, June 6, 2022 1:10 PM
To: Ashley Kamauf < a2la org>
Cc: William Hamilton - QQC <john hamilton@gsa gov>;  - QQC-C < @gsa gov>
Subject: MBL Technologies

 

Ashley,

 

My colleagues just got out of a meeting where MBL Technologies was the 3PAO, specifically Eric Beasley,  I see that Eric is in the db as both
Senior Assessor and Assessor but he has no certs   is a Junior Assessor and has no certs

 

It is reported to me that Eric, more so than , was in over his head as the Assessor  He failed to answer most of the Review Team's questions

 

Do you have any insight on these two folks?

 

Laurie

 

--

Laurie Southerton

FedRAMP PMO Support (Noblis)

FedRAMP | TTS | GSA

m  

e: Laurie.Southerton@gsa gov

 

5202 Presidents Court, Suite 220
Frederick, MD  21703
Main Line: 301 644 3248
www A2LA org

       

Disclaimer: The information contained in this transmission is confidential and proprietary information intended only for the use of the individual or entity named above
and is the property of A2LA  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
communication is strictly prohibited  If you have received this communication in error, please notify us immediately by telephone and delete the original message
Thank you

-- 
Laurie Southerton
FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA
m: 
e: Laurie.Southerton@gsa gov

-- 
John Hamilton
FedRAMP Program Manager of Security Operations 
Technology Transformation Service | GSA

 | william hamilton@gsa.gov

-- 

U.S. General Services Administration
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Direct:  | A2LA org

My Hours: 8 00 am - 4:00 pm (ET)

___________________________________________________

A2LA Office Hours: 8:00 am - 8:00 pm (ET)

 

From: Laurie Southerton - QQC-C <laurie southerton@gsa gov> 
Sent: Monday, June 6, 2022 1:10 PM
To: Ashley Kamauf < a2la org>
Cc: William Hamilton - QQC <john hamilton@gsa gov>;  - QQC-C < @gsa gov>
Subject: MBL Technologies

 

Ashley,

 

My colleagues just got out of a meeting where MBL Technologies was the 3PAO, specifically Eric Beasley,  I see that Eric is in the db as both
Senior Assessor and Assessor but he has no certs   is a Junior Assessor and has no certs

 

It is reported to me that Eric, more so than , was in over his head as the Assessor  He failed to answer most of the Review Team's questions

 

Do you have any insight on these two folks?

 

Laurie

 

--

Laurie Southerton

FedRAMP PMO Support (Noblis)

FedRAMP | TTS | GSA

m  

e: Laurie.Southerton@gsa gov

 

5202 Presidents Court, Suite 220
Frederick, MD  21703
Main Line: 301 644 3248
www A2LA org

       

Disclaimer: The information contained in this transmission is confidential and proprietary information intended only for the use of the individual or entity named above
and is the property of A2LA  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
communication is strictly prohibited  If you have received this communication in error, please notify us immediately by telephone and delete the original message
Thank you

-- 
Laurie Southerton
FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA
m: 
e: Laurie.Southerton@gsa gov

-- 
John Hamilton
FedRAMP Program Manager of Security Operations 
Technology Transformation Service | GSA

 | william hamilton@gsa.gov

-- 

U.S. General Services Administration

Evan Isaacs
Technology Transformation Services
Program Management Office, FedRAMP
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